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Purpose of report

1. To provide members with the opportunity to review the effectiveness of the arrangements for risk management, in line with the annual timetable set out in the Authority’s Risk Management policy.
Strategic Planning Framework

2. The information and recommendation contained in this report are consistent with the Authority’s statutory purposes and its approved strategic planning framework, and in particular its objective to manage all aspects of the Authority’s business so as ‘to make the most effective use of its resources’ (Corporate Plan 2008/09).
Background

3. Under the heading of ‘Evaluation of Effectiveness’, the Risk Management policy states that:

“The Audit & Review Committee will, on an annual basis (at their autumn meeting), evaluate the effectiveness of the arrangements for risk management. This evaluation is to be based on a report to the Committee by the Head of Finance & Resources, which will address the following issues:

· The latest Statement of Internal Control, and any issues arising from it;

· Audit and inspection reports received since the last annual evaluation, and whether they highlight any particular strengths or weaknesses;

· Any major incidents which have occurred in the period since the last evaluation;

· Any developments in good practice in this area; and

· The extent to which risk management is becoming embedded in organisational processes.

This report will include a copy of the Strategic Risk Register.”
Discussion

4. The Annual Governance Statement (AGS) was approved by this Committee on 15 February 2008. The AGS, which replaces the annual Statement of Internal Control but provides a similar analysis of the major risks faced by the Authority (and their status),  formed part of the accounting and disclosure arrangements connected with the Authority’s annual report and accounts, and was subject to external audit by the Audit Commission. No risk-related issues arose from that statement, a conclusion that was supported by the external auditor’s work.
5. External audit reporting on all aspects of the Authority’s reporting of its annual report and accounts (for the 2007/08 auditing cycle) have delivered unqualified opinions on the way in which the Authority conducts and controls its activities. No material risks were identified that had not already been addressed; review of the Authority’s Risk Management Policy and risk register informed the audit process.

6. Since the last full review reported to this committee in November 2007, all seven Internal Audit reports completed by our contracted-out internal auditors have been presented to Members; this includes a number on the agenda of the current meeting. The overall opinion of the internal Audit manager as to the state of controls and practices operated by the authority is that they are good, which is the highest level that can be achieved, and the one that will remain the objective. None of the reports identified any material weaknesses.
7. Since November 2007, two new strategic risks have been added to the register. The substance of these risks already existed, but they are now separately identified because of their importance.

· #21. Failure to follow agreed policies and Strategies. Risk now constrained by policy library and its active management. Although this is a component risk within all areas of resources and operations, it is appropriate to list it separately because it is so generic.
· #22. Climate Change. This isn’t really a strategic risk to the Authority in the time frame we normally think about (three to five years for the Corporate Plan and Management Plan, 10 years for financial strategy) but it is identified as a key long term risk by government agencies and we are planning to undertake significant work to address Climate Change, hence it’s inclusion on the Risk register

Other Current Risk Issues
8. There are a number of current issues that may affect risk in the future, and these are receiving attention, as described below; the first three items are products of current global financial problems. All of these items fall with current strategic risks, and so this section is intended for further information only.
(i) Defra core grant. 
9. Although the increase to the core grant for the next two financial years, 2009/10 and 2010/11, has already been announced (in early 2008), there is a small risk that the level of grant announced may not materialise; this is not based on any information other than observations on the state of government finances. If we were to see the rate of actual grant fall below the announced level, we don’t have the reserves that some other NPAs hold to deal with the effects. With this in mind, the NPA will have to decide whether any unallocated resources or under-spends that emerge during the remainder of the financial year will be reallocated ‘within year’, or will be retained against this contingent problem. Additionally, after 2010/11, it is difficult to be certain what direction government funding will take, so beyond maintaining a lobbying position, financial commitments need to be kept under careful review, to ensure that the Authority retains as much flexibility as possible for its future decision-making. This perspective is part of the annual budgeting process.

(ii) Treasury Management. 
10. To date, the Authority has not suffered any loss from Treasury Management activities, having had no shared deposits with any of the financial institutions (including Icelandic banks) that have collapsed during the current global financial crisis. Treasury Investment is provided for the Authority under the Service Level Agreement for Treasurer Services with North Yorkshire County Council (NYCC), and is achieved by overnight ‘sweeps’ of the Authority’s bank account into the NYCC bank account, from which investments are placed. This is in line with the Authority’s Treasury Management Strategy, last considered and approved by the Authority on 25 March 2008. NYCC place their pooled funds with a range of banks and building societies, based generally on credit ratings, for periods of up to 3 years. The list of deposit takers did include Icelandic banks as at 25 March 2008, but NYCC treasury management staff had taken those banks off the investment list ahead of this autumn’s problems, so there has been no exposure. NYCC manages the pooled funds in a way that balances risk with return, the overriding consideration being the security of the sum invested.
11. With time and as deposits mature, money is being reinvested with what are emerging as lower risk institutions, but particularly those for which their host country has indicated that it is likely to support such institutions if they get into difficulty (e.g. the UK, Ireland and the US) or that the host country is deemed to be strong enough to offer such support. In the meantime, if there were to be another banking collapse, and of a bank or other organisation that NYCC had a deposit with, then any loss would be shared out among investors. The National Park Authority funds typically make up around 1.1% of the total funds invested, which would be our share of any loss. With the largest investments at round £30m in UK clearing banks, this could expose us to a loss of perhaps up to £330k. However, this outcome would now seem very unlikely at least in terms of lower risk future investments, particularly given the support demonstrated by the UK and other governments for failing financial institutions. There are some long-term investments which are still with institutions which may have a higher risk than in normal times, but these can only be ‘managed out’ once the deposits concerned have matured.

12. This Authority could leave the NYCC Treasury Management agreement, and invest in a very low risk option, the Government’s Debt Management Office (DMO) Deposit account, effectively lending to the government. Although some local government authorities have now chosen this route, interest rates for that investment are typically 1.5% to 2.5% below what is reasonably achievable from normal, high credit-rated bank deposits. Additionally, this route can normally only be followed as and when deposits mature, so it is not an immediate solution to avoid all risk (some deposits won’t be due until 2011). If the Authority were to adopt this approach, it would have to do so outside the NYCC Treasury Management arrangement (and with NYCC’s agreement to repay us all our funds and absolve us of liability within existing shared deposits), since this would not be NYCC policy. NYCC Members agreed on 15th October 2008 to continue with their current policy, being to maximise returns but by continuing to concentrate on deposit takers with the highest credit rating and particularly those where the ‘host government‘ was likely to be supportive. This is the policy that this Authority has adopted, and to date, has yielded almost £20k extra interest income above the level originally budgeted for. But there remains some exposure should there be a bank failure within which we have a shared investment. Against this risk, members will be aware that we hold a contingency reserve, which currently stands at £250k.

(iii) Pensions and salaries.
13. Salaries. The 2008/09 budget assumed a pay award of 2.5% for all staff. Discussions between the employer and union sides, at a national level, are still not complete, although it would appear that a partial agreement has been reached to the effect that the award should be 2.45%, in line with the award for other groups of public sector workers. There is still a possibility of some additional benefits, as the current agreement has left the residual discussions to be dealt with through binding arbitration, but at this stage, it would seem more likely than otherwise that these won’t add to costs.
14. Pensions. Recent turmoil on the financial markets will inevitably have had a negative impact on the value of the Authorities pension assets, moving the scheme further into the red. If global markets have not improved significantly by 2010, this may have the effect of requiring an increase in contribution rates at the time of the next triennial valuation of the scheme’s assets and liabilities. This issue will be discussed as it arises with Members of the Finance & Resources Committee.
(iv) Information Technology Systems.  
15. IT Strategy and policies. Draft versions of an IT strategy and updated policies were presented to the Finance & Resources Committee in May 2008, but were not agreed, as Members considered that they should be extended to include Members. By the date of this (current) meeting, officers will have met with the Member Champion for Corporate services to establish exactly what is required. Members should be aware that current policies do not cover the IT risks faced by the Authority.
16. Access to certain web-based products and systems. The access restrictions that are maintained as part of current IT processes are under review, because there is a question as to whether we have got the balance right between preventing access to ‘problem’ areas and using the web to its full capacity. These access restrictions cover a range of websites that have a risk attached to them (principally because they could be a means by which viruses could enter the system), as well as the more obvious offensive sites. Subject to security and capacity constraints, it may be decided to permit access to a much wider range of sites than at present, and this will increase potential risk in certain areas which will in turn become a line management responsibility (rather than a risk constrained by IT processes).
17. Security of personal data. Whilst the Authority continues to ensure that it remains compliant under the Data Protection Act and other legislation, central government is now developing additional data management requirements, following on from its experience of certain high-profile data losses. This risk area is therefore under review, pending guidance on whether and how any new data handling protocols should apply to National Park Authorities.

(v) Insurance and other Claims. 
18. The Authority has been the subject of three claims this year, for injuries sustained on footpaths and other rights of way; at least two of these injuries were sustained after the claimant had noted that it appeared to be unsafe to proceed. This is not a particularly high level of claims, and probably won’t have a material affect on our insurance premiums, but does need watching, given the current claims culture. The Government has said it is considering reviewing the ‘no win, no fee’ claims processes (under which at least one of these claims has been brought), since this is now having an adverse affect on public services that may outweigh the intended benefits of improving access to the legal system, though it is not clear how such a review could easily unwind what has become a public expectation.
19. Members will also be aware that we are responding to a legal claim to quash eight Traffic Regulation Orders created under the Road Traffic regulation Act 1984. Should the Authority lose this case, it is estimated at this stage that, were costs to be awarded against the Authority, they could reach £15k. However, the Authority considers it has a good chance of winning this case, and so no provision has been made at this stage. The outcome is expected before the end of the financial year.
20. Finally, the Authority’s insurance advisors have raised an issue about Members driving claims. In order for Officers to claim business mileage, we require them to provide current details of their driving licenses, MOT and insurance details, and repeat this ‘checking’ exercise annually; this ensures that the authority is managing this area of risk as best it can, and limits any problems arising from any of these documents being missing or problematic. The advice that we have received is that we should also be checking these documents for Members, who we also pay mileage claims for. However, given that it is not always an easy process to extract this information from officers, this might also be the case for members. So Members of this committee are asked to make a decision to support this approach, which will then be applied to Members. 

Developing Good practice and the Strategic Risk Register

21.  Further ‘Good practice’ development has been undertaken in such areas as Fire, Health & Safety, and particularly within the continuing development of Corporate Governance best practice (see separate item on the agenda of this meeting). The successful re-assessment against the Investors in People standard in November 2007 was further affirmation that our people management, and particularly training, processes were appropriate. Risk management is also supported by the committee process, where areas as diverse as budget performance, health & safety-related accidents and overall business performance against targets are reported regularly. All of these factors contributed to the good audit opinions that the Authority has received from the external auditors.

22. A copy of the Strategic Risk Register is attached as an Appendix to this report; the items described are the high-level risks, having potential to affect the operation of the Authority as whole. As required by the Risk Management Policy, this register has been subject to six-monthly review by the Senior Management Team (in May 2008, and then as part of the preparation for this report). There are a small number of changes to the detail recorded (but not to the overall risks); additions are highlighted by grey shading. 
Conclusion

23.  The Strategic Risk Register agreed by this Committee in February 2007 remains fundamentally sound.

RECOMMENDATIONS
24. That Members agree 
(i) that the Strategic Risk Register contains all identifiable higher level risks which the Audit & Review Committee require to be monitored; and
(ii) that driving-related documentation (licence, insurance, MOT) should be collected from all Members submitting mileage claims.
Richard Burnett

Head of Finance & Resources

26 October 2008
Background documents:
none
APPENDIX
STRATEGIC RISK REGISTER
	Category
	Risk                 
	Impact
	Controls       (Responsibility)

	1. Reputation
	1. Inappropriate contact with the public (officers, members, volunteers).
	A
	Standing Orders; Declarations / registers of Interest (including Officers); employment clauses, inc. ‘Non-political activity’; training and recruitment procedures; District Audit ‘probity’ reviews; (Members, Monitoring Officer); Member Code of Conduct and disciplinary procedure (Standards Board).

	
	2. Quality of Committee decisions.
	C
	Member training; Senior Officer – including Monitoring Officer - guidance; External Audit - Audit Commission - review & recommendations; officer professional training / competence. Quality of officer reports. Corporate Governance Framework. Guidance issued to officers about the information Members need to support decision making.

	
	3. Corruption, fraud and other illegal activities.
	B
	Internal Audit; Treasurer role; Financial controls; Gifts & Hospitality Code of Conduct (Secretariat); Anti Fraud & Corruption procedure. ‘Communications’ network of contacts (whole Authority); prescription and separation of duties, including Scheme of Delegation; Confidential Reporting Policy.

	2. Resources
	
	
	

	2.1 Financial
	4. Budget Failure, including cash flow and working capital management.
	B
	Budgeting and monitoring process; professionally qualified staff; Financial Regulations; Treasurer; District Audit; DEFRA  reporting (F&R Committee; Officers). Continuous review of delivery structures. Three-year budget now in place.

	
	5. Funding risk: failure to maximise grant income / over-reliance on primary funding; Earned income shortfalls. Inflation.
	B
	Managed bid process with DEFRA; external funding group; partnership liaison (SMT); budgetary control and reporting (incl. to Senior Management and F&R Committee). External Funding process introduced. Cost management initiatives underway.
Budget setting (especially long-term) and monitoring process. Staff costs management and review process in place.

	
	6. Asset security; theft and damage.
	B
	Financial Regulations & Accounting controls; asset registers; insurance; maintenance work (dedicated staff & budgets); car park cash collection contract; Alarm facilities & contracts. (SMT; Projects & Estates Officer and other manager responsibilities).

	
	7. Compliance with financial standards
	B
	Professional officers, including Monitoring Officer/ Solicitor, to identify / interpret new legislation; input from Members, District Audit, Treasurer (SMT). 

	
	8. Pension scheme (risk of mismanagement and of runaway contribution costs).
	B
	Contracted in to NYCC scheme, with contribution rates set by third party actuarial valuation; regular reports to committee (Head of F&R). Risk assessment, and identification of counter measures, integral to annual Funding Strategy Statement. Long term deficit recovery plan in place.

	
	9. Fraud, error (including expenses and collusive supplier fraud). 
	B
	Confidential Reporting policy; Internal Audit; Treasurer role; Financial Regulations and accounting / financial controls; District Audit national fraud initiative; budgetary monitoring and managerial control.

	
	
	
	

	2.2 Human Resources
	10. Recruitment risks / difficulties.
	B
	Recruitment policies, including pre-employment health screening (new contractor in place); psychometric testing. Monitoring market-rates of salary levels; Criminal Records Bureau appraisals where critical; employment references (Personnel & Training Officer). Training updates on recruitment to all staff involved in the recruitment process.

	
	11. Loss of key staff.
	C
	Notice clause in employment contracts for staff on pay bands B and above; developmental training, including management development, offered to staff to provide a degree of succession planning (SMT, P&T Officer). Use of secondments / ‘acting up’; external contracting. Project management notes and recording, to assist hand-overs.

	
	12. Failure to comply with legislation. Liabilities arising from: Harassment, bullying, sexual assault, other violence, discrimination, unfair dismissal; Failure to comply with employment legislation. 
	B
	Professionally qualified Personnel staff; Monitoring Officer; advice from NYCC under Service Level Agreement; District Audit; guidance from central and local government; interaction with, and advice from, UNISON. Working with peer group on applicability (principally, other NPAs). Cross-departmental line management training undertaken to raise awareness. Availability of in-house legal expertise.

	
	13. Hazardous working; includes personal security / lone working.
	B
	Health & Safety procedures and policies, including appropriate training; compulsory risk assessment process; H&S working Group; insurance; reporting to SMT and F&R Committee. SMT assessment of fatality-related operational risk, in context of Corporate Manslaughter and Corporate Homicide Act 2007.

	
	
	
	

	2.3 Premises
	14. Physical damage: Flooding and other extreme weather damage; Fire risk; Terrorism threat; other catastrophic event.
	B
	Emergency maintenance arrangements; Review of IT equipment proximal to flooding sources ; Insurance cover; IT back up and contingency plans; comprehensive fire safety process. 

(Senior Administration Officers).

	
	15. ‘Health’ of buildings: Legionnaires Disease, vermin infestation, ventilation, asbestos.
	B
	Regular inspection of properties (Projects & Estates Officer; Head of External Affairs). Asbestos assessment completed 2006, Legionnaires Disease assessment completed 2008.

	
	
	
	

	2.4  IT
	16. Network failure across IT links.
	B
	Systems capable of independent operation; disaster recovery plan (Senior IT Officer), now tested successfully (March 2008)


	
	
	
	

	
	17. Unauthorised access and data security. Risk includes Viruses / hacking / sabotage. 
	B
	Firewall and virus control software; password control; back-ups at main server sites; (SMT; Senior IT Officer).

	3. Performance
	
	
	

	3. 1 General
	18. ‘External’ catastrophes. Risk of being diverted from objectives.
	D
	Civil Emergency Scheme; not primarily a risk for the Authority, as NYCC / CCC have responsibility for managing the regional response to civil ‘crises’.

	
	19. Development control: costs of major appeal / public inquiry / litigation including re: officer advice.
	B
	(Head of Planning; Monitoring Officer). Insurance cover for officer professional indemnity.

	
	20. Contracting: procedural risk; poor tendering / contracting processes; financial stability of suppliers.
	C
	Financial Regulations

(Finance Team; Monitoring Officer; Grant applicants in general). Project management framework introduced. Procurement Strategy introduced.

	
	21. Failure to follow agreed Policies and Strategies. Procedural, operational and legal risk.
	B
	Managed policy / strategy library now in place

	
	22. Climate change. Long term risk to park itself and to the Authority’s operations 
	A
	Process underway reviewing park-wide mitigation contribution (including peat land restoration potential, hydro-power, woodland creation). Internal process to minimise carbon emissions and make energy and cost savings.

	
	
	
	

	3.2 Partnerships
	23. Failure to identify full joint liabilities, and time and money being spent on non-priority issues, and lack of accountability
	A
	Management processes; insurance cover; Authority scrutiny (SMT). Annual re-evaluation of involvement with partnerships, and of the nature of the constitution of each partnership

	
	
	
	

	3.3 Third Party liabilities
	24. Risks to public whilst on our property or property we maintain; or taking part in NPA-run activities; negligence / breach of statutory duty; corporate manslaughter.
	B
	Park Management and other maintenance work; third party liability insurance; risk assessments for planned work (Senior Admin. Officer, F&R; Contracts Manager, SMT); National Park Centres and Dales Countryside Museum (External Affairs). Policy on protection of people from vulnerable groups to be introduced (May 2008).


Note:

‘Impact’ notations: A= High impact, high likelihood



    B= High impact, low likelihood

    C= Low impact, high likelihood

                              D= Low impact, low likelihood

…these being the effects of not managing risks in these areas.
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